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LEVEL ONE

Security Alert

This Security alert is furnished as part of Level One Bank's ongoing commitment to provide you with
tools, information and services to assist you in managing your finances as efficiently and securely as
possible.

We have learned that criminals have launched a major e-mail campaign to deploy the infamous
ZeusS Trojan e-mail. You may receive messages disguised as fraud alerts from the Internal Revenue
Service (IRS), Twitter account hijack warnings, or Youtube.com videos.

The fraudulent IRS e-mail uses the verbiage "Notice of Underreported Income" as the Subject Line
and encourages the recipient to click a hyperlink to review their tax statement. All of the latest e-
mails use a variety of URL shortening services.

To help protect against fraudulent activity, Level One Bank continues to strongly recommend that you
review your Internet security procedures including, but not limited to:

¢ Keeping your family members, friends and employees informed of these fraudulent e-mail
attacks and the issues that can occur by opening the attachments.

Ensure that up-to-date antivirus, anti-spam and antispyware programs are being used on your
home or business computers.

Learn about computer security and prevention of key logger, spyware, and phishing attempts
by visiting http://www.onguardonline.gov/topics/computer-security.aspx.

Review and update security risk assessment policies and procedures at your business.

Do not open attachments or download information from unknown, unexpected or spam e-
mails.

If you have any questions, please contact us at 888-880-5663 or send us an email at
contact@levelonebank.com
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